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Dridex is a descendent of the Cridex malware. Its initial
spread occurred in late 2014 via spam and the malware

is still active in the wild today. Dridex is a Windows
executable which uploads system information to its C&C
server before downloading a DLL. After the DLL has been
installed by the executable, the C&C server will control
the infected PC, sending it commands to carry out further
harmful instructions. In this article, we will analyse the main
executable, focusing on the following actions: obtaining
APIs, getting server data, getting and encoding system
information, and communicating with the C&C server.

OBTAINING APIs

All of the Windows APIs the bot uses are obtained by a
function. The argument passed into this function is only an
index. This ‘index’ is an index number of the API_Address
array — the API-name-encode-data-block uses the same index
value.

Pass into
API_index

no APl address

[ Decode the API name |

Return the
APl address

At first, the malware checks the API_Address array, which
is initiated with a NULL value. If API_Address[API_index]
is found with a valid value, the function returns the address.
Otherwise the malware moves onto the next step.

In the second step, the malware decodes the API_Name from
the API-name-encode-data-block with the API_index using
an algorithm which is predefined by the malware itself. The
decoded data contains two parts, DLL_index and API_Name:

API Data

{

BYTE DLLiindex;
BYTE[] API Name;

}i

The role of DLL_index is the same as that of the API_index.
The malware has a DLL._Module array which is similar to
the API_Address array and also a similar DLL-name-encode-
data-block.

The malware checks the DLL_Module array. If it finds valid
data at DLL_Module[DLL_index], then it returns the DLL
module for the next step. Otherwise the malware will get

the DLL module using the following method: similar to
API_Name, the DLL_Name is decoded from the DLL-name-

A
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array AP|_Address
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no DLL module
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Figure 1: Obtaining APIs.
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encode-data-block by DLL_index. After that, the malware
checks whether the DLL_index value is equal to one. By

the design of the malware, the DLL_index of kernel32.dll

is one. The way to get this DLL’s module is using register
fs:[0x30], which points to the PEB structure, and then finding
the PEB_LDR_DATA structure via the PEB. In the PEB_
LDR_DATA structure we can find out the DLL base address
by comparing the DLL name. If the DLL_index value is

not one, the malware will get the LoadLibrary API whose
API_index value is one. The malware then uses this API to
get the DLL module. The malware records the DLL module
into the DLL_Module array, regardless of whether or not the
DLL_index is 1.

If the API_index passed is 2, which represents the
GetProcAddress API in this malware, the bot will traverse
the DLL’s export table to get the API address. Otherwise the
malware will get the GetProcAddress API first and then call
this API to get the other API’s address. The API address will
be saved into the API_Address array.

Note that the addresses of the LoadLibrary and
GetProcAddress APIs are always the first two addresses
obtained by the malware. The flowchart in Figure 1 shows the
full logic steps of getting any single API address.

GETTING SERVER DATA

In this malware, the C&C server address is not stored as plain
text. The malware uses the GetModuleHandleW API to locate
the IMAGE_DOS_HEADER, and then locates the section
header. It will find one section’s virtual address whose section
name is ‘.sdata’ (Figure 2).

This section contains only 0x7A valid bytes. The first
DWORD (0xA9E97561 in this case) is a key which is used to
XOR the other 0x76 bytes. Figure 3 shows the content after it
has been XOR’ed.

As shown in Figure 3, this data is still encrypted. The 0x76
byte-long decoded data consists of three parts: the size of the
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Figure 2: .sdata section content.
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Figure 3: XOR content.
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Figure 4: The raw data.
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encoded data (Ox6E), the size of the raw data (0x99), and the
encoded data:

Encoded_Server_Data
{

DWORD szEncodeData;
DWORD szRawData;
BYTE[] EncodedData;

}i

The ‘EncodedData’ is compressed by the aPLib algorithm
[1]. The decompressed raw data is shown in Figure 4.

The first four bytes of this raw data indicate the length of the
data behind it. Figure 5 shows the configuration of the server.
The ‘botnet’ attribute shows the botnet_id; the ‘server_list’
tag shows the server URLs.

<contig botnet="
<server_ list>

194.28.87.125:4443

185.66.70.45:8443

82.146.58.216:8443
185.11.247.226:8443

</server_list>
<fconfig>

Figure 5: Server data.

After getting the server URL, the malware will collect system
information for further communication.

GETTING AND ENCODING SYSTEM
INFORMATION

The collected information will be stored in XML format in
two parts. The first part is composed as follows:

<loader><get_module unique="%s" botnet="%d"
system="%dv" name="bot" bit="%d"/>

Meanwhile, the format of the other part is:
<soft><![CDATA[%s]]></soft></loader>.

In the first part, the value of the ‘unique’ attribute records a
string relating to three registry entries:

Key: HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/
Control/ComputerName/ComputerName

Name: ComputerName

Key: HKEY LOCAL MACHINE/Volatile Environment
Name: USERNAME

Key: HKEY LOCAL MACHINE/SOFTWARE/Microsoft/Windows
NT/CurrentVersion

Name: InstallDate

The malware retrieves the values of these three keys and
combines them as a data block, System_Info, then calculates
the MDS5 of this data block. The malware also checks every
character of the ‘ComputerName’ value. If a character is

not found on a list which contains the Latin letters and
some special symbols, it will be replaced with the character
?’. 1 think the malware author made a mistake here: there

is no letter ‘D’ on the letter list and there is an extra ‘S’

— 1 guess that’s because ‘D’ is pretty close to ‘S’ on the
keyboard and this was probably a typo. This means that the
malware will replace ‘D’ with ‘?’. In the end, the changed
‘ComputerName’ value and the MDS5 of the System_Info
are joined with the character ‘_’ (Figure 6), then set with the
‘unique’ attribute.

The value of the ‘botnet’ argument is a botnet_id which is the
same botnet_id as in the server configuration (Figure 5). The
value of the ‘system’ attribute is a hash value which indicates
the version of the operating system (e.g. XP or Win7),
whether it is an NT kernel or not, whether or not it is running
as administrator, and whether or not the UAC is enabled. The
value of the ‘bit’ attribute indicates whether the operating
system is 32-bit (32) or 64-bit (64).

In the second part, the content in ‘CDATA’ is the information
about the installed software. The malware enumerates all

the subkeys of HKEY_LOCAL_MACHINE/SOFTWARE/
Microsoft/Windows/CurrentVersion/Uninstall and

gets the value of their key name, ‘DisplayName’ and

‘Display Version’. It will compose a string with the format
‘DisplayName_value (Display Version_value)’ and connects
every subkey’s string with the character *;’. It should be noted
that the malware only recognizes English characters, so it
changes the non-English characters to ‘?’.

The malware attaches a string, ‘Starting path: %d’, to the
end of the connected string. Despite what its name may
suggest, the content of ‘Starting path’ is not a real path of
the malware. Instead, it is a figure indicated in the MIC
(Mandatory Integrity Control [2]) level of the path which
the malware located. There are seven levels: untrusted, low,
medium, medium plus, high, system and protect process,
which correspond to the values 1-7. If the operating system
version is higher than or equal to Windows NT 6.0, the
malware uses the GetSidSubAuthority API to get the MIC
level. Otherwise, it sets the figure to 5. Figure 7 shows the
raw data which will be sent to the server.

45 34 32 33|30 37 32 30|BF 46 35 45|34 32 32 SF|E42307200F5E422_
34 33 30 65|63 36 61 32|61 66 33 61|64 39 39 33|43Pechazaflad99a
39 63 63 33|30 30 39 63|64 36 31 39|65 33 33 38|9ccaNN9cd619e338

Figure 6: The content of the ‘unique’ argument.
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<loader><get module unique="E4230720?F5E422 43@ecba2af3ad9939cc30@9cd619e338"
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1__}_,'Windm\rs XP (KB896727)
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' ??? (KB899591)
) (1);Windows XP
;Windows XP ? (KB901214)
(KB904706) (1);Windows XP

35028 wlndow:. XP ¢
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(1) ;Windows XP
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;Windows XP
[F= kabbl (20041116.131036
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(KB896423) (1);Windows XP
_WlndOWb XP ???? (KB896638)
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Windows XP ???? (KB9@119@) (1
? (KB90@24¢ (1} Windows XP :
? (KB985749) (1)

;Windows XP ??

;Hotfix for Windows Media Player 1@ (KB9@7658)

;Windows XP 2?77 : 9) (1);Windows XP ?? (KB910437) (1);Windows Media
PlaVPI (KB911564) ? ;Windows Media PlaVPI B (KB911565) ? ;Windows XP ??
(KB911927) (1); Windows XP (KB912919) (1);Windows XP (KB913446) (1)
;Windows Genuine Advantage Validation Tool;Windows Media Format
Runtime;Windows Media Player 10@;WinPcap 4.1.1 (4.1.8.1753);WinRAR
archiver;Wireshark 1.2.9 (1.2 <y rs 9.50.752 raEdit-32 (13.00a)

Pr
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Figure 7: The raw data sent to the server.

Finally, the malware gets a random DWORD key and uses a
XOR operation to encode the raw data of every DWORD.

COMMUNICATION

Before the communication begins, the malware will parse

the server data (Figure 5). The parsing function checks the
special characters (e.g. “://’, ‘@’, */’, *’, *?’, ‘#’) to locate the
communication protocol, server address, file path, arguments,
port, user name and password. If the hard-coded URL does
not have a communication protocol, the malware will set
‘HTTP’ as default. The port field also has default values:

for HTTP it is 80, for HTTPS it is 443 and for FTP it is 21.
Other fields default to NULL if no matching value is found
in the string. In this sample, the server data is very simple,
with only server address and port. As shown in Figure 5,

the server URL is of the format 194.28.87.125:4443. By
design, the malware uses HTTPS for communication, so
before calling the parsing function, the malware will prepend
the URL string with the HTTPS protocol. After calling the

parsing function, the malware will get the server address

as 194.28.87.125 and the port as 4443. After parsing, the
malware uses the InternetConnectW API to connect to the
server, sends the encrypted data using the HttpSendRequestW
API, and finally reads the response from the server using the
InternetReadFile API.

The data received from the server is also encrypted. The first
four bytes is a DWORD key which is used as the XOR key to
decode the data after it by DWORD (Figure 8).

The decoded data is encased in XML code which starts with
a ‘<root></root>’ element. In the root node, there are two
sub nodes, <nodes></nodes> and <module name="bot"
bit="32"></module>. The content in the ‘module’ node is
encoded with the BASE64 algorithm. Figure 9 shows a piece
of the data after decoding.

The first 0x80 bytes of the decoded data is junk code, after
which is a DLL. The malware writes this DLL into a TEMP
file whose directory is the same as the malware. Then it
creates a registry entry: HKEY_CURRENT_USER/Software/

O
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00000000 [45 2E DB 1A|f78 SC B4 75| 31 10 E7 74 2A 4A BE 69 E.7y EHL.3E=Ji 00000000 (3T 72 6F BF| 74 3E 3C 6E GF B4 85 73 3E 64 45 79 <root><nodes»dEy
o0n00n10 KEPB 4A 9E 63 73 41 89 63 03 64 BG 2B OB 4C E7 59 {JifsAts.j7.LE@ 00000010 36 6F 52 79 46 44 6D 31 4E 62 6C 43 52 4E 4D 38 GoRyFDmlNb1CRNME
00000020 17 60 96 22 3D 67 B2 72 20 62 EF 4D 10 60 BE 72 . 7=gB¥ bBE. R 00000020 78 49 69 B8 G5 4C 34 57 55 4E 55 68 43 6F 57 4D xTiheL4WUNURCoW
00000030 06 41 6C 57 3C B0 A2 77 33 5C 8A 77 21 68 BS 7C .AZE< IR Ihik 00000030 79 4E 79 6D 76 72 51 6D 64 46 6E 66 39 68 53 73 yNymvrQmdFnfIhSs
00000040 7C 46 88 69 2B 61 BE 7D 12 SD ED 4C 7D 4B 97 74 |F/D+a#f. |42 JRAE 00000040 6E 4F 65 67 57 73 36 56 38 65 4C BE 31 39 38 38 nOegWs&VEsLnl988
00000050 74 17 E3 22 70 17 BD 7C 33 4B 93 42 03 61 83 43 t.7p.BRATH) .o 35 39 76 66 76 64 48 58 46 4F 58 59 72 68 74 57 S9vEvAHXFOXYrhtW
00000060 37 46 AF 4D OB IF 9D 56 0B 54 A2 6A 6A 54 EF 4E 7Fk. TTH 4E.3] 46 40 4E 7A 79 70 2F 7A 34 54 63 67 77 2F MNIFLMzypsz4Tcgw,
00000070 | 26 49 AC 35 GE D5 ED 56 26 48 8C 23 01 1E 83 6D &I7n.%EkH?. {8 decode 36 4C 63 66 57 39 44 30 58 77 62 75 32 75 ++6LcEWIDIXwbuZu
00000080 27 SB E9 6F 2D YA A2 79 35 54 A3 70 6A SE EA 2F '[fl-z ST j°7 inaeED 79 63 70 7A 78 G 2F 70 31 35 4B 4E 79 4F hTycpes].pl5HENy0
00000090 OF 60 A2 55 24 58 EB 52 0D 48 AR 57 37 74 9D 2C . SX§B . Hph7t? 00000090 61 76 33 48 48 66 70 4D 72 5A 46 36 69 65 67 52 av3HHEpMrZF6iegR
000000A0  2C 4B BC 48 2E 58 B3 49 3F SE AD 79 12 6C B4 2A LKAE.XRF7°EE.17 000000AD 6B 76 68 53 7A 70 76 63 57 42 6F 30 53 31 37 76 kvhSzpvcWBalS17w
000000ED 16 IF EC 6C 09 B8 AD 2A ZE 76 9D 58 29 19 97 SE ..&t.h7.ui) .4 000000BD  4C 46 76 30 BB 58 46 43 6C 37 4C 44 37 75 6D 65 LFvOKXFC17LD7ume
00000000 72 5B B6 7F 71 05 ED 42 36 5D 8B 6F r(7q.#i6148) .7 000000CD 34 2B 36 58 73 73 S0 75 [AC 37 35 32|72 35 4F 4B 4+6XsePul752r50J
00000000 37 1B 94 50 3C 57 ED 71 1D 41 96 74 10 4B AB 2E 7.3 <WiE.Ad.T7 00000000 79 79 36 6B 58 6F 4D 6E 55 64 70 34 57 6B 52 32 yybkXohnUdp4wkR2
0000ODED | 12 45 89 28 34 7F EE 7C 29 7D 9E 4E 13 61 ED 2F .E741%8)HE.a? 000000ED 71 51 35 66 GC 53 45 54 56 4F 35 35 5A 44 55 4C gOSf1SETVOGSZDUL
000000FD  IF BA 8E 56 11 59 91 60 16 78 AC 55 20 16 9D 22 . jW§.YH%.x3 .7 0000O0FD 54 77 42 7A 53 56 77 4C 65 38 46 38 49 58 42 61 TwJzSVwLeSF8IXBa
00000100 0C 76 99 7B OA 67 ED 60 77 1A 83 55 A L a$Rw . . BIE 00000100 | 4F 49 36 7h 32 34 58 4F 67 42 6D 2B 0I6z24X0J1wPgBm+
Figure 8: XOR the downloaded data.

00000000 |24 BGE 9D 87 A5 12 5D 3C F7 D6 67 8F SF D7 74 BE  *nii? |« EyTEE?

pgoooooilo (A7 7D FC 9D Be 0OC C1 B3 BS FS5 22 3F Ch FE 44 14 B g R ¥ED.

0oooo0oz2o |74 DE 13 B9 32 AC B0 FBE BA 49 BC 81 07 30 CB 36 t7?7HY Isr.07

00000030 |76 9E 76 4C 38 80 AE C4 73 71 D2 BO 8B 41 BA 5C | vilLocElsqBFifies

00000040 | 9F FA 0S5 81 09 BF A7 3B BB DS SB FE A8 05 19 DE & . fRum:EI[ ..7

00000050 (A4 FE BA 4C 65 BD 39 3C BA 70 BC 23 FB D1 CD 7D #ffe?<jpl# S

goooooen | 2F 90 ¥3 8A EZ 61 SE F4 390 CC 6B DY EC 1E 1E 9E /‘K{ﬁﬁa"ﬁﬁt%ﬂ%..?

00000070 |92 37 E1 0OS D7 SD 13 94 34 BE E3 S1 8E 7D BF 59 773% . 7{EQ%#E

goooooso | 4D 5A 90 00 03 00 OO OO 04 0O OO0 OO FF FF 0O 00 MzZ%........

goooooso BS OO0 OO 00 00 OO OO0 OO 40 00 OO 0O OO0 OO DO OO 2...... [

ooooooAo 00 OO OO OO OO0 OO OO OO OO 00 00 OO0 00 00 00 00 & een v ennenns

QoQoooogo 00 OO0 OO OO0 00 OO0 OO OO0 OO 00 00 00 F8 00 00 00 ..o eweeeant 7.

goooooco | OE IF BA OE 00 B4 09 CD 21 BS 01 4C CD 21 54 68 ..7.777L7Th

ooooooDo | 69 73 20 70 7Z BF 67 72 Bl 6D 20 B3 61 BE BE BF | is program canna

ooooooED | 74 20 62 65 20 72 75 BE  Z0 69 BE 20 44 4F 53 20 t be run in DOS

000000FD (6D BF B4 65 2E 0D OD 0A 24 00 00 00 OO0 OO0 00 00 mode....5.......

Figure 9: A piece of data decoded with BASE64.

Microsoft/Windows/Current Version/Explorer/CLSID/%s/
ShellFolder. The ‘%s’ is a GUID which is transformed

from the MDS5 of a variant of the System_Info data block
(described earlier). The System_Info variant only adds a byte,
0x13, following the System_Info block. The value of this
registry is encrypted by a customized algorithm. Its raw data
is in the format <cfg net="%d" build="0"><startup>%s</
startup><del>%S</del></cfg>. The value of the ‘net’

attribute is botnet_id, the content in the ‘startup’ section is
retrieved from the ‘nodes’ section, which is sent from the
C&C server, the content of the ‘del’” section is the path of the
malware. Finally, the malware calls the CreateProcessW API
to run the DLL with argument ‘rundll32.exe "<DLL_path>"
NotifierInit’. The DLL has an export function, NotifierInit, and
this DLL will carry out further orders received from the server.

CONCLUSION

By analysing the malware in detail, we have learned about
its working mechanism and how it gathers information and
communicates with the C&C server. We can now forge data
and send it to the server, decode the response and check

the server commands. In this way, we might obtain more

commands for further research or obtain the latest variants in
order to keep track of this malware.
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