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Riotous Assembly

James Beckett

When peopleinvolvedinthefight against virusescomplain
that the phenomenaare predominantly rather dull, itismost
certainly not aninvitationto theauthorstotry harder. Now,
however, another ‘wish’ hasbeenfulfilled, intheemergence
of amore advanced virus- Cyber Riot, thefirstwhichis
capableof infectingtheWindowsKernel.

Knowledgeof Windows' internal sisclearly becomingmore
widespread - Cyber Riot usesseveral Windowsfunctionsnot
documentedinany of theDevelopers’ Kits. Viruswriters
haveonceagainfoundtheknowledgethey require, whether
from published books such asPietrek’ sWindowsInternals
and Shulman’ sUndocumented Windows, or through reverse-
engineering Windowscode. Thefact that suchinformationis
not availablefromMuicrosoft’ sdocumentation makesthe
entiredisassembly processdoubly painful.

PreviousWindowsviruseshaveoperatedfairly simply -
WinVir_14wasanon-resident one-shot virus, whilst Twitch
searched systematically through thedisk for targets. InDOS,
thesemethodsof infection havemet withonly limited
success, so most DOS virusesintercept file or disk accesses
toinfect files* ondemand’. Cyber RiotisthefirstWindows-
specificvirustoremainresident and tointercept theexecute
function by infecting KRNL 386.EXE - thisisequivalentto
infectingthe DOS hidden systemfiles(eg. |0.SY Setc.).

WindowsSystem Files

TheWindowssystemisbased largely on special EXEfiles
keptintheSY STEM directory - KRNL386.EXE,
USER.EXE, and GDI.EXE. Functionscalled by Windows
applicationsaredynamically linked to thesefilesat runtime;
for example, GDI.EXE containsfunctionsfor the Graphical
Devicelnterface(basiclinedrawing, window operations,
clipping, palettesand so on). USER has higher-level
functionsfor Dialog boxes, Cursors, Icons, etc. The KER-
NEL module(fromKRNL286.EXE or KRNL386.EXE)
providesfor fundamental sliketask switching, memory
alocationand event handling. All thesefunctionscombine
tomaketheWindows* set-up’.

Oneparticular function of theK ernel module
KRNL386.EXE, WinExec, isused for starting up new
applications. Thisistypically called by Program Manager or
File Manager when anicon or nameisdouble-clicked, or
when the Run command in the File menuisused. In DOS,
virusesnormally intercept Int 21h, subfunction 4B00h (the
DOSLoad _and_Executecommand). Thecomparable
WindowsfunctionisWinExec: thiscannot beintercepted by
anactiveapplication. Therefore, theauthorshavehadtofind
an alternativemethod of subvertingit.

I nfection Procedure

When an application infected with Cyber Riotisrun, the
virussearchesfor thefilefromwhich the KERNEL module
came, using theWindowsfunction designed for that purpose.
It opensthefile, checksthat it isasegmented executable and
not already infected, by looking for achecksum valuewhich
correspondstothetext‘LROY’ (thevirus' infectionmarker).
Before proceeding, it attemptsto back thefileup by chang-
ingthe EXE extensionto EXF.

I nfecting Windows executabl esisacompl ex task - asubset
of operations performed by thelink stageinaprogram
compilation. Thisismoredifficult than the simple append-
ing onecan doto aDOS COM fileand the minimal fixup
requiredto aDOSEXEfile. All thedynamic-linking which
makes up the Windows APl requiresthat avast amount of
information be held in the header of aprogramfile, in order
to control how itloads. Wheninfecting afile, thismust be
analysed, copied and modified so that theresulting filestill
worksasintended, albeit with the new virus code attached.

“ Onreturn fromthe MessageBox
function the virus startson a

wave of destruction through the
fixed disks’

Some 800 lines of code have been writtento thisend, en-
ablinginfection of both standard executablesand thekernel
file, whichisstructuredin adifferent manner to other
Windowsfilesand needsadifferent strategy. Thebasic
operationisto add an entry to the segment table (roughly
speaking, thetable of contentsfor thefile) foritsown single
3272-byte segment, then adjust therest of thefileto accom-
modateitself.

Functionswhich can be called from other programs must be
declared so that Windows executables can link to them - this
isdoneby entriesin the header. Thevirus patchesthis
information so that the WinExec function pointstoitsown
code. Theaddressof theoriginal entry point iskept, sothe
viruscan call it. When this processis compl ete, thevirus
immediately jumpsback to start the host application asif
nothing had happened. Thisisnew in comparison with older
Windowsviruses, whichwerenot capabl e of passing control
back to the host file - it was necessary to issuethe execute
command asecond time. It isthisproperty which represents
asignificant advance on the part of thevirusauthors.

Nothing more happens until Windowsisexited and restarted
- modifications have been madeto thefile on disk, but not
loaded into memory. Onceloaded, the new kernel module
usestheviruscodeto subvert the WinExec function.
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M essageBox

When anew program isexecuted, the ersatz WinExecfirst
callstheoriginal Windowshandler, so that the program
startsimmediately. Thevirusthen considersthefilefor
infection, just asitdid theKernel file. However, after
infection, atrigger routinemay activate. Thevirushas
aready made adynamiclink to aUSER modulefunctionfor
displaying amessage box, and now checksthedate. On
certain dates, it displaysamessagein awindow using the

M essageBox function. All bear thetitle;

Chicago 7: Cyber riot

A different messageisprinted inthebox according tothe
date of thetrigger - from April 29thto May 1st:

Happy anniversary, Los Angel es

Anar chists of the world, unite!
On any Friday beforethe 13th of amonth:

Wien the | evee breaks, | have no place to stay...

(Crying won't help you. Praying won't do you
no good)

And on any Saturday in March 1994:
Save the whal e, harpoon a fat cat.

Harmless enough, perhaps, but pressing OK might not bea
goodidea: onreturnfromthe M essageBox functionthevirus
startson awave of destruction through thefixed disks,
writing part of thevirus code over thefirst sector of each of
tracks 1 to 255, heads 0 and 1. It omitsthe M aster Boot
Sector and DOS Boot Sector, but many fileswill be at least
partly corrupted - one sector of corruption can bedisastrous.
Onewonderswhy the authors conscientiously back up each
infected program when such aroutineisincorporated.

Chicago7

Theviruscontainsanumber of text messages scattered
throughout the code. They are not encrypted, nor hasany
attempt been madeto hidethem. Some are thetext for the
messages mentioned above, but several arenever printed.

Thefirst of these seemsto makearather contradictory claim
of thedate of writing, mentioning both January 1993 and
summer of the sameyear. Another hintsat moreto comein
the sameline, with an askance poke at the soft drink
industry’ sadvertising:  Coming soon: Diet Riot. Samegreat
aftertaste, fewer bytes.” If thisreally istargeted at compres-
sionalgorithms, anti-virussoftwarecompanieswill haveto
think carefully about their compressed-filescanning.

Y et another message offersthe source code, for $15,000,000,
but probably nobody will take advantage of theauthors’ kind
offer. Thefileposition of another suggestsit might have
been meant as part of the second M essageBox, though the
text, ‘Convict thepigs', isunrelated. Thereisalso acom-
plaint, which could be agenuinegrouch, or ared herring:
‘Why does|BM need to lay meoff? Ohwell, their loss.’

Finally, acrypticcomment, accusing anti-virusproduct
vendorsof making money out of hypeand user confusion:

Whether copyrightinfringement could becomeanissuewith
regard to virusdisassembly by researchershasyet to be seen,
but many viruses contain messagesclaiming ownership. In
thiscase, thereisalmost abiography: ‘ Thisprogram was
writteninthecitiesof Hamburg, Chicago, Seattleand
Berkeley. Copyright (C) 1993 Klash/Skism/George J/

Phal con/Henry Buscombeand 2 ex-Softies, collectively
known asthe Chicago 7'.

Skism and Phal con arewell-known names, creators of
PS-MPC (Phal con/Skism M ass-Produced Codegenerator),
but Chicago 7 seemsto beanew alliance, promising many
amusing daysto come.

Summary

Aspart of thekernel, thevirusisnot readily detectablein
memory, but achecksummer should detect the changesmade
totheinfected files. Inorder to be precise about detection
specifications, thestructureof theexecutablefileand ways
of tracking down entry pointsneed discussion, but this
would require much greater depth than time and spaceallow
here. Simple patterns sufficefor abasic scanner, but any
sensiblesystemwouldlocatethearearequiredinthefile
beforeaccepting thisstring assignificant.

Cyber Riotislimited toWindows systemsand cannot, as
such, propagate under DOS. Unfortunately, thisdoesnot
mean that spread of the viruswill berestricted, asmany
peoplenow useonly Windows, findingaDOS command-line
interfaceproblematic. Thevirusmay yet get somewhere, if
peopledo not notice the extratimethe hourglassisontheir
screen. Aswith all viruses, itisessential to check out any
anomaliesinyour operating system; only thusisit possible
tolimittheir propagation.

Cyber Riot

Aliases: None known.
Type: Parasitic file infector.
Infection: Windows Kernel programs.

Self-recognition in Files:

String ‘LROY’ in EXE checksum.
Self-recognition in Memory:

Not applicable.
Hex Pattern: offset 013Ah from end of start segment.

B40D CD21 OEOQ7 8B5E F8B9 8000
518A D1B9 FFO0 518A E9B8 0302

Intercepts: Windows Kernel WinExec function.
Trigger: Displays message on various dates.

Removal: Delete infected EXE files, and rename

corresponding EXF to EXE. Reload
KRNL.EXE files from Windows disk.
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