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INSIGHT

Sizewell B: Fact or Fiction?

Anybody who keepsan eyeon UK newspaperswill have
noticed that in thelast month, computer viruses have hit the
headlinesonce again. The cause of thiswave of media
publicity wastheinfection of computersat theS zewell B
nuclear power station. Thestory, with perceived danger to
the public, nuclear power, and computer viruses, had all the
elementsnecessary to behighly newsworthy, and much of
theportrayal bordered onthehysterical. Thekey question
waswhether aviruscould compromise saf ety at the plant.

Power tothePeople

Asonedrivesupthe A12 from London it soon becomes
obviousthat alarge project isunderway at Sizewell - the
signsfor the* Sizewell B constructiontraffic’ start before
Ipswich, and lead thetraveller downincreasingly small
roadsuntil heeventually arrivesat Nuclear Electric’s
newest reactor site. The plant issituated on the east coast of
England, near the sleepy town of Leiston: at first glimpse
onehasnoideaof the size of the project. A number of power
linesconvergeon the station from the surrounding area, and
thewhite dome of the containment building standsout from
theflat Suffolk countryside.

Upon my arrival at the plant, | wasdirected to my parking
place beneath one of thetowering pylonswhich washum-
ming and crackling above me, and thetrue scale of the
project began to dawn: at Sizewell, B clearly standsfor big!

Check your DisksHere

When anyone entersthe sitethey haveto passthrough a
security checkpoint. Here, thevisitor isaskedif heis
carrying any computer media, and if so, the disksare

Szewell B’ scontainment building, just oneof themany different
saf ety featuresbuiltintothereactor

checkedfor viruses. Somewhat dog-eared postersadornthe
doorsof thesecurity checkpoint, reminding usersthat * All
computersmust be checked’ and appealingto everyoneto‘B
Safe’ - the system hasclearly beenin placefor sometime,
rather than just put up after the recent virus attack.

The machineswhich becameinfected withtheY ankeevirus
werenot part of thecontroversial Primary Protection System,
but of the constructionteam’ sLocal Area Networks(LAN).
‘Let meexplainthedifferent systemswehave here,’ said
DaveHoallick, SiteManager. ‘ Therearetheconstruction
computers, and split off from them arethe computerswhich
actually control thesite. Theconstruction computer systems
arelinkedinto aLAN running OS2. Another 120 dumb
terminalslink into theNuclear Electricmainframesystem
based off-site. Sothevirusnever affected the control
systems. What we have hereisbasically astandard office
system, and it wasthiswhich becameinfected.’

‘The 29th of June wasthe dateit happened. We had afull
investigation of theincident, and all membersof theteam
werere-inducted. Wethen got somepresscoveragelocally
inthe East Anglia Daily Times and thought that wasthe
endofit,” explained Hollick. ‘ Thevirusinfected theLAN
and wefound out ontheday it becameinfected - evenif the
trigger hadn’t been so obvious, wewould havefound out the
next day when peoplelogged ontothe system.’

Thesitepolicy isvery strict. Every incoming disk should be
checked by security at the door, although with amaximum of
5,000 peopleworking on-site at any onetime, thiscanbea
gargantuantask. ‘ Each of the construction computersis
checked for viruseswhen anyonelogsonto the network, and
sincethe Y ankee outbreak, we haveinstalled anew tool,

PC Guard, sothat itisimpossibleto run unauthorised
softwarefrom floppy disks,” Hollick adds. ‘ Wehavethree
differentvirusscanners: Dr Solomon’ sAnti-VirusTool Kit,
Central Point Anti-Virusand Norton Anti-Virus. Computer
security issomethingwhichwetakevery seriously.’

With so many different people using thesite, it was probable
that sooner or later, acomputer would beinfected by avirus.
Inthiseventuality, would there be any threat to the safety of
theplant?* Absolutely not!” exclaimed Len Green, Press
Officer. ‘ The safety systemsof the plant aren’t run on PCs. If
you areusing mission critical software, you haveto ensure
that computer corruption cannot makethingsunsafe.’

Fail Safe

Theeasi est way to minimisethe effect of computer erroris
having alarge number of backup systems. Thecomputers
which actually control theS zewell plant havetheability to
shut thereactor down completely - was Green certain that
they werenot susceptibletovirusinfection?* Y es. The
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softwareitself isblownonto
PROMs, and then that’ sthat. An
operator cannot add new codeto the
system. The most that can bedoneis
that calibrations can be changed -
something that isnecessary ina
system, howeveritiscontrolled.’

Toanyonedesigning failuresensi-
tivesystems, thefollowing precau-
tionswill bevery familiar. The
different partsof the systemwork on
theprincipleof multiplelayersof
defence. Thereactoritselfiscontrol-
led and monitored by adedicated
system know asWISCO
(Westinghouse Systemfor Central-
ised Operation). Thissystemis
backed up by thereactor protection
systems, the Primary Protection
System (PPS) and the Secondary
Protection System (SPS). Itisthe
PPSwhich seemsto have caused the
most controversy. Theseprotection
systemswould be used to shut the
reactor down inthe event of an
emergency. How hasNuclear
Electric madecertainthey are safe?

ThePPSconsistsof over 100,000
linesof computer code. Althoughthe
system cannot possibly beinfected
by acomputer virus(itisstored only
onread-only memory), thereis
alwaysthepossibility of bugs. ‘L et
us assume for aminute that the
Primary Protection System com-
pletely malfunctions,” explains
Green. ‘Imagineafault developsand
the system upsthe power instead of
shutting it down. At thispoint the
SPScutsin. That doesn’trely on
computersat all, and cannot be
overriddenby anoperator. Every
safety critical featureof theplantis
backed up: wedon’t rely onany one
systemalonefor safety.’

M ediaAttention

Giventhat safety at the plant was
never compromised, how doesGreen
feel about theway inwhich the story
wasportrayed?‘ Thefrustrationis
that there are plenty of peoplewho
understand computer systems, who
don’t understand theway inwhich
nuclear power works. Thesepeople
don’t know about themultiplefail-
safeswhichwehave.’

Hollick: ‘Wehavethreedifferent virusscanners: Dr Solomon’ sAnti-VirusToolKit, Central Point
Anti-Virusand Norton Anti-Virus. Computer security issomethingwhichwetakevery seriously.’

‘I"'mstill receiving callsfrom all over the place about thisvirus outbreak. | had acall
from German tel evision thismorning - and thewholething isanon-story!” With
perfect timing thetelephonerings... itisanother call fromthe press. ‘ Thingshave
been taken out of context, and theway inwhich it has been portrayed just has not
been reasonable. | under stand peoplewanting to know more- | want peopleto know
more - but the system has not had afair hearing. It makes my blood boil!’

From the half day spent at Sizewell, it certainly seemsthat Nuclear Electrictakesthe
threat of virusesseriously, and istaking theright stepsto prevent them spreading.
‘What' sthestory?1 carry thisthing around,” Green holds up hislaptop computer,
whichiscoveredin copiousamountsof ‘VirusChecked’ stickers. ‘I’ mgetting
stickersat every location to show thiscomputer hasbeen virus-checked - look at it,
it scovered. Wetakecomputer security very seriously here. We' vealready dis-
missed an agency engineer for using unauthorised software. | know that if | cut
acrossestablished procedures, my jobisontheline! That’ sbeen demonstrated.’

TheLast Word

Itisclear that the Y ankeevirus never threatened the integrity of theSizewell B
computer systemsin any way whatsoever. Notwithstanding,Nuclear Electric
decidedtoincreasethelevel of IT security onthesite, adding still more safeguardsto
theofficesystem. If the safety systemsof the plant are completely isolated, doesthis
mean that theextravirusprotectionispurely cosmetic - that is, security for security’s
sake?‘No, that’ snot true. The one thing that none of usin the nuclear industry can
ever forgetisthatitisimpossibletobetoo safe,” explainsHollick. * Anything which
makesthetoolswe use morereliableisalwaysagood thing.’

Obviously therearelessonsto belearned herefor anyoneresponsiblefor running a
mission-critical system. Firstly, if publicalarmwill result from avirusinfection, this
factor should beincluded in any risk assessment, and when deciding on security
procedures. Secondly, thefact that Nuclear Electric made no effort to suppressthe
story actsintheir favour: nothing looksworsethan abungled cover-up. Eveninthe
nuclear industry, virusesare only abusiness problem. Having visitedS zewell, and
seentheir stringent security policies, it can befirmly stated that theSi zewel | B
‘incident’ should beviewedinitstruelight: fiction, all too loosely based on fact.
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